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Announcements

• HW#3 was Posted
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HW#2 Review

• C code will be discussed next time

• browser

◦ Error 404 – not found

◦ Error 418 – RFC 2324 coffee protocol (I’m a teapot)

◦ Error 451 – Unavailable For Legal Reasons / Ray

Bradbury

• http header

◦ Apache 2.2.2

◦ ”w3 total cache” – wordpress accelerator?
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(wordpress is a PHP/mysql content management

system)

◦ X-pingback – enable pingbacks when linked by

wordpress

• Can you connect with telnet? No, way more complex,

even discounting encryption
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Domain Name System (DNS)

• Why do we need it? Send e-mails to vince@192.168.8.1?

What if server moves?

• Hierarchical distributed database

• RFC 1034, 1035 (1987)

Supersedes RFC 882, 883 (1983)

• Maps hostnames to IP addresses
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Ancient History

• In early days NIC.arpa has a “HOSTS.TXT” file

you downloaded occasionally with all known machines.

Didn’t really scale.

• /etc/hosts is a relic of this, usually checked first

• On Linux this is configured via /etc/nsswitch.conf
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Domain Names

• Which ones can you name? .com/.org/.gov/.edu/.net/.mil

• Country codes (.us/.uk/.ie etc)

• Huge expansion in the last few years (.horse)

• Owner of a domain can subdivide, i.e. eece.maine.edu

• How do you buy them? Used to be fairly expensive and

only for two years at a time from a single registrar. Not

so much anymore.

• whois will show you info on who owns
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Name Rules

• Can have 127 levels, each 1-63 chars.

• Usually total name cannot exceed 253 chars.

• LDH (letters,digits,hyphens, cannot start with hyphen,

not all numbers)

• Case-insensitive

• International names: “punycode”. Trouble, why?

Foreign letters that look like ASCII ones.

• punycode – snowman example http://xn--n3h.net/
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• First commercial name 15 March 1985 symbolics.com

example.com set aside (why be careful with your example

names?)

• Shortest? g.cn. Various one-letter domains (like x.org)

but they were later reserved.

• Typosquatting, domain squatting, copyrighted names,

etc.
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DNS Server

• Listens on port 53, usually UDP

(Special case if ¿ 512 bytes, or use TCP)

• Zone records

• 5-tuple, NAME TTL CLASS TYPE VALUE

◦ TTL (how long to cache)

◦ Class (usually IN for internet)

◦ Type and RDATA (resource data)

◦ Common types

• SOA – start of authority (parameters) primary source,
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e-mail of admin, etc

• A – IPv4 address of host (32bit int)

linux.deater.net 86400 IN A 1.2.3.4 can have

multiple and be cycled through round-robin

• AAAA – IPv6

• MX – Mail exchange (can have multiple, specify

priority)

• NS – name sever (name server for this domain)

• CNAME – Canonical name, allows aliases

• PTR – alias for IP, for reverse lookup

4.3.2.1.in-addr.arpa
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• HINFO – cpu and OS type (text) (uncommon)

• TXT – raw ASCII text

• Can you store other things in records? Text adventure?

File transfer? Tunneling (iodine?)
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DNS client

• Name resolver, translate from ASCII (still?) name to IP

addr
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DNS Lookup Example

• Basically: application calls a library (resolver) with the

hostname.

gethostbyname() in socket examples

This sends UDP to local DNS server, which figures out

the address (possibly recursively) and returns the address

to caller.

• Details

◦ First check /etc/nsswitch.conf which might say to

check /etc/hosts and maybe NIS/LDAP first
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◦ Query via UDP local nameserver (/etc/resolv.conf)

◦ If the local is the official nameserver, get authoritative

response (from responsible zone)

the alternative is a cached response

◦ If local DNS server doesn’t know about it, it has to

ask up the chain.

◦ If not known, query “root” server. So if looking

up weaver-lab.eece.maine.edu will ask root, which will

direct to .edu DNS server

◦ 13 root servers, mostly in US

Single-letter server names, limitation of number that
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can fit in single 512B UDP packet

◦ Recursive query It will not likely know but will know

about maine.edu, so ask that one, which will ask

eece.maine.edu, etc, and then passed back

◦ Result is then cached along the way (TTL)

caching up to 68 years (or none at all). Why low

values? Why can that be bad?

◦ Caching also means usually the root server does not

have to respond to each request

◦ As the response is passed back through it will be

cached along way.
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DNS Query with dig

dig weaver-lab.eece.maine.edu

; <<>> DiG 9.11.3-2-Debian <<>> weaver-lab.eece.maine.edu

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 1268

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;; QUESTION SECTION:

;weaver-lab.eece.maine.edu. IN A

;; ANSWER SECTION:

weaver-lab.eece.maine.edu. 3599 IN A 130.111.218.24

;; Query time: 79 msec

;; SERVER: 8.8.8.8#53(8.8.8.8)

;; WHEN: Tue Sep 25 14:12:42 EDT 2018

;; MSG SIZE rcvd: 70
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Reverse DNS request

• Given IP address, how can you find the name?

• Linux can use the “host” command.

• For IPv4, there is special in-addr.arpa domain

• To look up 1.2.3.4, lookup 4.3.2.1.in-addr.arpa

• It will iterate down. This gets trickier now with non-

contiguous IP allocations.

• Similar thing for IPv6 using ip6.arpa
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DNS Packet format

• Packet format

16-bits of ID

16-bits flags: Q2, opcode, AA, truncate, recurse desired,

recurse avail, zero/zero, resp

Query Count

Answer Count

• Binary format
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Spam mitigation

• SPF records – list of machines allowed to send e-mail in

domain

• Blackhole lists – blacklist of known spamming machines
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Other DNS Notes

• Zone transfers – copying zone list between machines

• Can also do non-recursive (iterative)

• breaking out of circular queries

• BIND/named

• dig / nslookup tools

20



DNS Security

• cache poisoning attack – pretend to be authority, poison

with wrong results

• DNSSEC

◦ RFC 3833

◦ Digitally sign response

◦ Can provide things like public keys

◦ Backwards compat

◦ Slow uptake
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